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Network security is the highest priority for any organisation, which is seeking to better protect its infrastructure.
Confidentiality and security of data and business applications are paramount, however not every organisation has the
resources required in-house to implement and manage these specialised levels of security. Corporate networks are under a
constant threat from attack, and the increasing trend for mobile working only adds to the importance of ensuring you have all

the correct measures in place.

NetServices managed firewall service overcomes all issues regarding the number of technical staff required to support a solid security
service. Our managed service utilises Cisco’s purpose built firewall technology, specifically the Cisco® ASA 5500 Series Adaptive Security
Appliance. The service is fully managed and monitored 24x7 by our highly experienced, Cisco qualified Network Operations Control (NOC)

team. Our certified staff understand today’s current and tomorrows emerging threats and how to protect against them.

As with all our managed services, clients will receive a full consultative service from our pre-sales team, in addition to management of the
implementation process from our PRINCE Il qualified project managers, and ongoing support from our highly skilled and experienced service

desk managers.

The Solution

Site to site VPN's

Site-to-site VPN solutions securely connect branch offices and business partners’ sites to your company’s main headquarters or to other
branches. The data, voice, or video communications between these locations are kept confidential across un-trusted networks such as
the public Internet, private WAN networks, or business-to-business (B2B) connections. It is a more cost effective means than Frame Relay,

Ethernet or leased-line WAN connections.
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Secure Remote Access
Remote Access VPN solutions let you provide secure, customisable access to corporate networks and applications by establishing an

encrypted tunnel to your network whenever and wherever it's needed, securely and cost-effectively. With these solutions, you can:

# Enhance productivity by extending corporate network and applications
* Reduce communications costs and increase flexibility

* Provide access rights tailored to individual users

Managed shared Firewall solution
A shared firewall is a ‘low cost’ way of protecting your public server environment. NetServices shared firewall solution uses Cisco ASA
hardware in resilient failover pairs. With a managed shared firewall, our highly trained and experienced security staff will consult with you to

configure the firewall to suit your needs. Each client will have their own virtual interface and rule base.

Dedicated Managed Firewalls
With a managed, dedicated firewall, our highly trained and experienced security staff will consult with you to configure, install and support the

firewall. We can supply single stand alone firewalls or resilient failover pairs dependent on your requirements.

Key Benefits - At a Glance:

= Service level agreement (SLA)

* Fully managed 24x7

* Reduced downtime caused by network intrusions

* Reduced deployment, operating costs and complexity, leading to increased efficiency

* Solution delivery and support from pre-sales, project office and service desk teams

* Market-proven firewall, IPS, network anti-virus, and VPN capabilities

* Adaptive identification and mitigation services architecture providing granular policy control and future services extensibility
* Support active/active or active/passive failover

* Support statefull failover

* State of the art solutions which are flexible enough to grow with your company’s needs

* Anti-X defences - high performance protection against network and application layer attacks
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